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“A Study of Disaster Recovery Procedures” — Byron Beasley, Troy State University, research paper
“Roadmap to Recovery”, CIO Decisions, October, 2007
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Other Influencing Events

« Extension as problem solvers
e IT as a facilitator

 Information Continuity = Business
Continuity

* Crisis Prepared vs Crisis Prone



Definitions

Disaster: “Natural, technological, and human-
Initiated events that disrupt the normal
functioning of the economy and society on a
large scale.” and “Whatever will drive you out of
business.”

IT: “Computing and communications technology”

Disaster Management: “mitigation, preparedness,
response, and recovery efforts undertaken to
reduce the impact of disasters”



Common Issues in DP/R

Attentional tunneling
Requisite memory trap
Workload

Anxiety

Fatigue and other
stressors

Data overload

Misplaced salience
Complexity creep

Errant mental models
Out-of-the-loop syndrome
Organizational affiliation



How can IT enhance DP/R?

Bridging the communications and
Information processing gap

Bringing together different information:
types and sources

Building decision trees

Connecting tactical operations and
strategic operations



Opportunities for using IT in DP/R

Remote human-to-human communications
Remote sensing

Remote warning and alerting

Emergency call systems and reporting
Emergency modeling and simulation
Shared data standards

Triggers




Examples of using IT in DP/R

e Decision support systems with uncertainty
modeling

e “Blackdoors”

e Logistics management; resource tracking
and reporting



Examples...

* Improved credentialing and identification
checks; digital identity

e \WWarning systems and alerts: broadcast
and targeted

* Leveraging the public as providers of
iInformation



Examples...

e |Information broker

e Online repository using of sensors, wikis,
blogs, data-mining tools, and GIS to
capture, analyze, and share information
learned from operational experiences



IT Helping IT

10 ways network-based technologies can
support preparedness objectives:
Communication
Secure remote access
Network delivered software
Posted IP telephony
Offsite data centers
Networking based security
IP security cameras
e-learning
Power Over Ethernet



In order for IT to be effective...

e Used on routine basis

o Seek technology that has the broadest
possible application

 Distinguish between the user interface and
the underlying technologies used to deliver
a capability



Barriers to Adoption and Use of IT
In DM
Unigue character of the institutions

responsible

The organizational structure of the
community as a whole

The need to focus on day-to-day
operational missions

The need to actively cooperate under the
most trying circumstances




Example from TN State University



Disaster Preparedness and
Recovery Planning 101

* Develop a planning policy statement
— kinds of disasters do you intend to cover?

— Where does the responsibility of the plan and
the planners end?

— Who Is responsible for the various
components of the plan and what is their
authority?

Study the organization and processes;
prioritize what’s essential to keep the
business running



DR/P 101

Business Impact Analysis

U

Recovery Strategy Design

U

Disaster Recovery Plan

U

Train, Test and Revise




DR/P 101 - BIA

Business Impact Analysis e Organizational Process
e Clients and
@ Constituents
 Required Technology
Recovery Strategy Design  Regulatory

@ Requirements

Disaster Recovery Plan
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DRP 101 — BIA cont'd

Business Impact Analysis

U

Recovery Strategy Design

U

Disaster Recovery Plan

U

Train, Test and Revise

Organizational Process

Clients and
Constituents

Required Technology

Regulatory
Requirements

|dentify Preventive
Measures:

RE=PXCXT

Identify single points of
potential failure




DR/P 101 — Recovery Design

Business Impact Analysis

U

Recovery Strategy Design

U

Disaster Recovery Plan

U

Train, Test and Revise

What needs to be recovered?
People
Services
Applications and Databases
Computer and Networks
Office Space
Phone Systems




DR/P 101 — Recovery Plan

Business Impact Analysis

U

Recovery Strategy Design

U

Disaster Recovery Plan

U

Train, Test and Revise

Resources to Create a Plan:

BIA resources

Communications,
Protection, and Readiness
(CPR) documents

Disaster Recovery Planning
worksheets




Communications, Protection, and
Readiness (CPR)

Conduct a business impact analysis
Designate a CPR Team
Train all staff on emergency preparedness

Develop contact information/call list and employees
schedule

Designate an emergency meeting location
Setting up temporary workplace

Protect your data

Ensure document preservation

Critical resource retrieval list

Insurance and liability



DR/P 101 — Train, Test, Revise

Business Impact Analysis

U

Recovery Strategy Design

U

Disaster Recovery Plan

U

Train, Test and Revise

Perform tests of the plan
Review recovery checklists
Include revisions into plan
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The deadly plague returns to America: a

4. 544 mutated flu virus strain cripples the

United States in a global pandemic.
Employers struggle to function as a third
of their personnel succumb to this
virulent new bug
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Pandemic

* Ensuring that operations won't close if the
university Is forced to suspend classes
and close offices

e Preparing for students who won't be able
to return home —quarantines in
communities

e Quarantines and travel restrictions on
travel force work from home.



